Pointsec Mobile

Complete data security for PDAs and smartphones

YOUR CHALLENGE

Research shows that the vast majority of lost or stolen mobile devices contain
company communications and confidential business information. And applica-
tions like push email only make it more difficult to keep track of the amount of
sensitive information stored on these devices. Analysts estimate that there will
be 280 million mobile mailboxes by the end of 2008. The sum of these facts
represents significant exposure to your business today.

OUR SOLUTION

Pointsec® Mobile from Check Point data security solution addresses the very
real need to secure enterprise intellectual property and other sensitive data
that reside on these mobile devices with a strong, complete set of encryption
products. The Pointsec Mobile solution can completely secure data on devices
running Symbian, Pocket PC, Windows Mobile Smartphone, and Palm operat-
ing systems.

Regardless of the environment, Pointsec Mobile data security makes it a simple
process to protect enterprise data on mobile devices —without slowing down
end users. Pointsec Mobile encryption is performed automatically without user
intervention, providing a mandatory, enforceable component to overall enter-
prise security policy.

Don’t wait to find out how much damage data theft can do to your enterprise
business and corporate reputation. Choose the protection preferred the world
over—Pointsec Mobile from Check Point.
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Data Security

Check Point data security
solutions are the world’s most
widely deployed for protecting
valuable enterprise data.

PRODUCT DESCRIPTION

Pointsec® Mobile completely secures
data on the Symbian, Pocket PC,
Windows Mobile Smartphone, and
Palm operating systems by encrypting
files on the devices as well as their
related memory cards. Pointsec Mobile
has also been designed with the fea-
tures and functionality required in both
enterprise business environments and
service provider offerings.

PRODUCT FEATURES

® Transparent, on-the-fly encryption
for handheld files/folders and related
memory cards

m Open Mobile Alliance (OMA)
enabled encryption clients delivered/
managed by any OMA device
management solution

m Central interface to create, deploy,
update, and enforce settings

® Wireless deployment, updates, and
support using Over the Air standard

m Simple, secure challenge/response
procedure for password resets

m PicturePIN®, alphanumeric passwords,
or numeric PIN authentication

PRODUCT BENEFITS

® Provides easy-to-remember
authentication options

m Offers low-cost deployment
and management

m |ntegrates seamlessly with mobile email

m Enables easy transfer of encrypted data
between Pointsec-protected devices
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CHECK POINT KEEPS YOU OUT OF THE HEADLINES
Lost and stolen laptops and mobile devices are among

the leading causes of compromised data. Don’t become
infamous for a data breach. The damage to your corporate
reputation can be huge—not to mention lawsuits, and even
possible criminal proceedings. Check Point’s Pointsec
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PROVEN AT ENTERPRISES AND SERVICE
PROVIDERS WORLDWIDE

Check Point’s relationships with leading handheld
manufacturers, service providers, and customers along with
many successful, large-scale deployments —around the
world —illustrate commitment to the most successful mobile

Mobile encryption products will keep you from becoming
tomorrow’s news.

data security product available.

FULLY ENFORCEABLE, FLEXIBLE, AND
RECOVERABLE

Encryption is automatic and transparent for files/folders
and memory cards, so no user intervention is required.
Centralized administration allows secure recovery of
encrypted content at any time.

EASY TO INSTALL AND USE

Pointsec Mobile’s centralized SmartCenter™ management
and tamperproof client software makes installation quick and
secure. Easily create, deploy, and update users through one
central management interface that is proven with all leading
device management solutions and Open Mobile Alliance
(OMA) based device management solutions. And a simple,
secure challenge/response process and choice of easy-to-
use authentication options make password resets and login
quick and straightforward for users.

Pointsec Mobile Performance

PicturePIN
authentication

Authentication
for devices

without keyboards

Security Pointsec

Policy

Centrally defined,

deployed for automatic On-the-fly Pointsec Secure Data
enforcement encryption Full storage encryption of
minimizes internal memory, system memory,
user impact and removable storage media
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